P

[

FFSwiftWing

TRAMIR - Visualization of network traffic in real-time

Overview

SwiftWing TRAMIR is designed to visualize network traffic by graph and analysis on real-time.
It provide effective and easy detection of fraudulent access, fault isolation, and anomaly.

TCP/UDP flow analysis feature enables advanced
analysis such as service usage and anomaly

detection by analyzing provides HTTP response o P
time and measuring the HTTP meta-data.

I Advanced DPI Analysis

SwiftWing TRAMIR provides more than 60 kinds of graphs to visualize the network conditions
(Transferred Traffic by Service, TCP Connection Quality, TCP Transmission Quality, HTTP TAT Analysis,
HTTP Meta Analysis, IP Conversation Ranking, HTTP 404 Response Count, etc ).

p TCP Connection Quality / Transmission Quality Analysis
3-way Handshake Response Time / Restransmit Count / Round-Trip Time
ZeroWindow Segments / Packet Loss Sessions / Retransmitted Segments
p HTTP Packet / Meta-Data Analysis
Request Method / URI / Host / Referer / User-Agent / Response Time
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I Visualize everything of the network traffic

Over 60 types of graph displays with flexible sort options. Real-time update of the displayed graphs (period options of

15mins/30mins/1hour/...)

P Communication delay time validation

HTTP TAT by Meta-Data (Method, etc. )
TCP TAT During 3way Handshake

TCP TAT During Session Establishing
TCP RTT by IP Address Prefix

» HTTP TAT by Request Method

Average HTTP TAT (msec) By Request Method o e

@®GET @POST @HEAD @OPTIONS @ Other

1318 PM 13:43 PM 13:51 PM

1326 PM 13:35 PM 14:00 PM

» TCP TAT During 3-way Handshake

TCP 3way Handshake TAT(usec) o e

@ ClientSideTat @ ServerSideTat
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p Transferred Octets by Application ( Port Base )
Transferred Octets ( MByte ) By Application ( Port Base ) o w
@ HTTP(80) @ HTTPS @FTP @ swTP @ror3 @svB @ APNS
@ HTTP(8080) MysQL @ 1maps @ other

14:25 PM

P Supports the analogy of suspected point
of packet loss by TCP retransmission

count and direction

P Assists the detection of network
fault point by RST count or RTT by

communication direction

» TCP Session Close Status

TCP Session CloseMode

@ Session Close by FIN
@ Session Close Timeout

@ Session Close by RST
@!dle Timeout

@ 3Way Handshake Timeout
@ Analysis Failed(Resource Shortage)

@ Analysis Failed(Stopping) @ Analysis Failed(internal Error)
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p TCP Error Rate

TCP Error Rate{%) o »

@%CsumEmQut @ %CsumEmin @ %ResetOut @ %Resetin @ %RetransOut @ %Retransin
@ %ZeroWinin

@ %ZeroWinOut
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» IP Conversation by Transferred Octets Top 15

Top IP Conversation By Transferred Octets (MByte)

172.24.115.124 <> 172.24.116. 1 I —
172.24.117.0 <> 172.24.117.211

172.217.26 37 <> 172.24 1515
172.24.0.8 <> 172.24 1.2
1722435 <> 172.24 4.5

13.107.4.50 <> 172.24 108.16 |
13.107.450 <> 172.24.1521 |
172.24.108.200 <> 172.24.115.10 |

172.24.15.21 <= 211.131.224.74 [N
13.107.450 <> 172.24.15.15 [
172241521 <> 23219 132 14
17224 115.21 <> 52 69 150 19
17224118 1 <= 54160 138.56 [
172.217.26 46 <> 172.24 1515
172.24.115.21 <> 172.243.9 [l
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For inquiries & ordering information

<_ ComWorth

ComWorth Co., Ltd.

(Japan - Headquarter)

2-35-7, Nishi magome, Ohta-ku
Tokyo, 143-0026

Japan

TEL: +81 3 3777 0888

FAX: +81 3 3772 8497

URL: www.comworth.co.jp
MAIL: info2@comworth.co.jp

ComWorth Solutions Pte. Ltd.
(Singapore - APAC)

10 Ubi Crescent #05-36

Ubi Techpark (Lobby C)
Singapore 408564

TEL: +65 6748 2260

FAX: +65 6748 2267

URL: ww.comworth.com.sg
MAIL: info@comworth.com.sg

ComWorth Europe GmbH
(Germany - Europe)
Gutenbergstrasse 5
D-65830 Kriftel

Germany

TEL: +49 (0) 6192 922 422 7
FAX: +49 (0) 6192 922422 8
URL: www.comworth.eu
MAIL: contact@comworth.eu



