Collis Test Tools

Collis Compliance Test Suites for GlobalPlatform

Who is it for?

Collis Compliance Test Suites for GlobalPlatform is the most
thorough and complete set of approved test suites for card
manufacturers and application developers developing
GlobalPlatform (GP) card implementations.

Why do you need it?

The Collis Compliance Test Suites for GlobalPlatform
provide you the best and most comprehensive solution to
test the configuration of your Universal Integrated Circuit
Card (UICC) or payment card that is in development.

The test suites allow you to perform tests on the
configuration of a UICC/payment card as described in
GlobalPlatform Card Specification v2.2 and GlobalPlatform
Card Specification v2.1.1.

All test suites have been recognized as GlobalPlatform
Qualified Tool. The test suites are the perfect means for you
to obtain registered compliance and become listed on the
GlobalPlatform website.

What is inside?

The Collis Compliance Test Suites for GlobalPlatform cover
the GlobalPlatform Card Specification and its amendments.
The GP specifications covered are:

e Card Specification and amendments B, C, D, E
e UICC Configuration

e Contactless Extension

e  Mapping Guidelines

e SWP and HCI for UICC

e |D Configuration

e Common Implementation Configuration

The GlobalPlatform Card Specifications provide dynamic
post-issuance card management, including dynamic addition
and modification of applications. The specification is neutral
in relation to hardware, OS, vendor and application, making
it applicable to any type of card application and industry.

These specifications define card components, command
interfaces, transaction sequences, and interfaces that can
be common across many different industries.

Collis Compliance Test Suites for GlobalPlatform are built
from the official GlobalPlatform Card Compliance Test
Suites and cover all tests as mandated by GlobalPlatform.
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Key benefits

Test a UICC according to GlobalPlatform specifications
Ensure high level of compliance and interoperability
Flexible, portable, easy to set up

Backed by expertise in mobile and compliance test tools
Operating on top of state-of-the-art Collis Test Manager

Qualified by GlobalPlatform Compliance Program as
GlobalPlatform Qualified Tool

The Collis Compliance Test Suites for GlobalPlatform run on
Collis Test Manager. Collis Test Manager is a user-friendly Test
Management Application. Collis Test Manager consists of a test
engine that has the ability to create and send messages in many
variations via (several) interfaces to the system under test, and a
cutting-edge test management system to manage the entire test
process. It provides flexible ways in configuring the test
execution and reporting results
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Specifications

Collis Compliance Test Suite for GP UICC Configuration
This test suite is based on GlobalPlatform Card Compliance
Working Group Adaptation Layer Specification for UICC v1.0
Compliance Test Suite and covers:

e Card Content Management (authorized and delegated)
Confidential Card Content Management
Application Data Store

GlobalPlatform applet API

Key Management

Card and Application Lifecycle State Management
Logical Channel Management

Tokens and receipts (RSA and DES)

Application hierarchies

Security Domain hierarchies (ancestor SCP usage)
Secure messaging (SCP02)

Collis Compliance Test Suite for GP Basic Financial
Configuration

This test suite is based on the GlobalPlatform Card
Compliance Working Group Adaptation Layer Specification for
GP 2.1.1 (v1.0.2) and covers:

e Card Content Management

Application Data Store

GlobalPlatform applet API

Key Management

Card and Application Lifecycle State Management
Logical Channel Management

Application hierarchies

Secure messaging (SCP02)

Collis Compliance Test Suite for GP UICC Contactless
Extension

This test suite is based on the GlobalPlatform Card UICC
Configuration — Contactless Extension Version 1.0
specification and covers:

GP Card Amendment C for UICC with SWP interface
Contactless application installation

Contactless application selection priority

Contactless application group management
Contactless application activation status

Contactless application interface restriction

Contactless protocol parameter computation and conflict
detection

Collis Compliance Test Suite for GP SWP UICC
This test suite is based on the specification ETSI TS 102 694-2
for SWP UICC and covers:

e  System architecture tests
Physical characteristics tests
Electrical characteristics tests
Physical transmission layer tests
Data link layer tests

SHDLC LLC definition tests

CLT LLC definition tests
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Collis Compliance Test Suite for GP ID Configuration

This test suite is based on the GlobalPlatform Card ID

Configuration specification and covers:

e  Secure Messaging (SCP 02 option i = '55")

e  Secure Messaging (SCP 03 option i ="'10", ‘30’ & ‘'70’)

e Life Cycle State Management (card&application life cycle)

e Key Management (Put Key and Store Data commands),
includes DES, AES, RSA (1024 & 2048 bits) and ECC
keys
Logical Channel Management
Data Store (storage and retrieval of DGI objects)

e Card Content Management (loading, installing, deleting
etc. applications), includes DES, AES, RSA (1024 & 2048
bits) and ECC algorithms

e  CGlobalPlatform API (on card GlobalPlatform applet API)

Collis Compliance Test Suite for GP UICC SCP81

Extension

This test suite is based on GlobalPlatform Card 2.2.1

Amendment B (Remote Application Management over HTTP)

and covers:

e Secure Messaging (SCP81 with TLS 1.0, 1.1 and 1.2 with
all PSK cipher suites)

e Key Management (Put Key and Store Data of SCP81 AES
and DES keys)

e Card Content Management (installation of Supplementary
Security Domain with SCP81 parameters)

Collis Compliance Test Suite for GP Common
Implementation Configuration

This test suite is based on GlobalPlatform Card 2.2.1
Amendments D and E and covers:

e  Secure Messaging (SCP 02 option i = '55")

e  Secure Messaging (SCP 03 option i ='10", '30" and '70")

e Life Cycle State Management (card&application life cycle)

e Key Management (Put Key and Store Data commands),
includes DES, AES, RSA (1024 & 2048 bits) and ECC
keys
Logical Channel Management
Data Store (storage and retrieval of DGI objects)
Card Content Management (loading, installing, deleting
etc. applications), includes DES, AES, RSA (1024 & 2048
bits) and ECC algorithms

Security Domain Tree (Security Domain hierarchy)
GlobalPlatform API (on card GlobalPlatform applet API)

Collis Compliance Test Suite for GP HCI UICC

This test suite is based on ETSI TS 102 695-2 for HCI UICC
and covers:

HCI architecture

HCP

Instructions

GATES

HCI procedures

Contactless card emulation

The Collis and Aspects portfolio of test tools are developed by UL Transaction Security. For sales enquiries, please contact us at

info@ul-ts.com, visit www.ul-ts.com, or contact one of our resellers.
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Specifications

Collis Compliance Test Suite for GlobalPlatform Mapping Collis Compliance Test Suite for GP UICC Memory
Guidelines Management Extension

This test suite is based on GlobalPlatform Card Mapping This test suite is based on GlobalPlatform Card 2.2.1
Guidelines of Existing GP v2.1.1 Implementation on v2.2.1 and Amendment C (Cumulative Delete and Cumulative Granted
covers: Memory) and covers:

e Card Content Management (authorized) e  Cumulative Delete

e  Application Data Store e  Cumulative Granted Memory

o  GlobalPlatform applet API

e Key Management

e Card and Application Lifecycle State Management

e Logical Channel Management

e  Secure messaging (SCP02)

Technical Support

To ensure that you can effectively use the tool and gain the maximum benefits, UL offers for tools a Service Contract that gives you
access to our Technical Support services. Our experienced technical team is available to provide support, advice and guidance.

The following services are covered
e New releases
e Helpdesk support
e Bug fixes
e Instant hardware replacement

You can access these services through the MyCollis service site at www.mycollis.com.

The Collis and Aspects portfolio of test tools are developed by UL Transaction Security. For sales enquiries, please contact us at
info@ul-ts.com, visit www.ul-ts.com, or contact one of our resellers.



